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PRESIDENT’S MESSAGE

A look at values—what counts, how they show up, and why it matters
The core values our organization, Bankers’ Bank
of the West, lives by are people, integrity and
progress. All three are equally important to living
out our mission—which is to champion community
banking—and they’re all interwoven in
the fabric of our company culture.
Here I’ll focus on people: specifically, the
well-being and success of the people we
serve and those who make up our bank.
For our customers, this means we aim to
provide superior service and ensure the
best possible outcome for you 100 percent
of the time. It does not mean we won’t
make ever mistakes; of course we will
from time to time. If that happens, we’ll
own up immediately and do everything
possible to make it right for you. By you,
we mean everyone who works at your bank.

On page 6 is an article by Anne Benigsen, head of
information technology and security at BBW, on
insights gleaned from two prominent conferences
on cyber and information security held recently in
Las Vegas. Her appetite for knowledge,
networking, and sharing information
with others benefits both BBW and the
banks we serve. The reminder below on
the informative, insightful Conference on
Cybersecurity in Community Banking
underscores our commitment to fostering
collaboration and delivering education
that helps you stay secure, efficient,
compliant, and effective.
For the recommendations on minimizing
fraud (page 5), the credit belongs to
Rosemary Fuentes-Malone, a 30-year
veteran of BBW and head of our wires and federal
funds area, along with Debbie Wendt, the senior
management team member who oversees all of our
operational functions. At conventions and other
industry events, I regularly hear praise from
community bankers who’ve gotten personal assistance or advice from either Rosemary, Debbie, or
their team—who all consider sharing resources and
best practices part and parcel of their roles.

Bill Mitchell
President & CEO

A correspondent bank like ours is a business-tobusiness enterprise. However, it’s not businesses,
but the people within them, who build relationships, identify opportunities, and effectively drive
success together. This fact is top of mind for us.
Our focus on people as a core value extends to
BBW’s employees as well. I’m proud to work side
by side with people I respect and admire. Inside
this newsletter are some articles and announcements by and about some of those individuals.

Community banking truly is a “people” business.
It’s a distinction that sets your bank and ours
apart from the large financial institutions.

The latest addition to our staff, for instance, is
someone we became acquainted with some years
back. Tom Chinnock
has the classic qualities of a community banker: a great work ethic, a
sincere interest in others, an aptitude for problem
solving, nearly four decades of hands-on experience
across various economic cycles, and a commitment
to helping community banks succeed. Tom is an
ideal fit for BBW—and for the banks in his calling
territory.

In talking with people unfamiliar with the inner
workings of BBW, I find they often assume we
employ more people than we do (fewer than 50) to
offer the services we do. This, I think, is a positive
reflection on every member of our team. We all
pull our weight. Each individual’s contribution
counts here. And we set high expectations across
the board—of ourselves as well as the quality of
services we provide. Because people matter to you,
and you matter to us.
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2018 Conference on

Cybersecurity in Community Banking
October 4 & 5 ▪ Denver Marriott ▪ Westminster, Colorado
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TAKING NOTE

ABOUT

FUNDS RATES FOR THE ASKING
If you’d like to receive the current Fed Funds
rates by email each morning,
.

POSITIVE AND NOTEWORTHY
Kudos to Bank Card Project Manager Kate
Holloway, who became a certified Electronic
Transaction Association Payments Professional
in July—the first BBW staffer to earn the designation. Recently, there was a promotion in the
BBW Bank Card area. Congratulations to Senior
Bank Card Specialist Denise Welham, who has
been with BBW
since 2014.
Welcome, Ashlee
Aleshire-Ash,
who joined BBW
as an IT support
specialist with five
years’ experience
in similar roles.
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TOOLS FOR SCHOOLS

First National Bank ▪ Durango, Colo.

Early this summer, BBW coworkers challenged
one another to donate essential classroom
supplies to public schools whose students often
cannot afford them. With teacher-supplied wish
lists in hand, the BBW staffed timed purchases
to coincide with seasonal sales. The stockpile of
markers, tissues, loose leaf paper, crayons,
rulers, spiral notebooks, and the like filled
several boxes by early August. Deliveries were
made at the start of the school year. Below: An
Alsup Elementary School teacher responds to a
delivery of school supplies with a thumbs-up
approval.
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Six vendor risk management best practices
Branan Cooper, Chief Risk Officer
Venminder

Vendor risk management (or third party risk
management) is defined as a set of activities
associated with identifying the risk posed with
outsourcing a product or service and then taking
all reasonable measures to qualify and reduce
risk. Creating a robust set of documentation and
proving its effectiveness through work products
are essential to a well-organized vendor risk
management strategy.

4. Understand the vendor lifecycle. I recom-

The term “vendor risk management” can be a lot
to take in. Let’s dive into some best practices for
setting up a well-developed vendor risk management framework:

5. Follow a thorough risk assessment process.

1. Establish a well-documented policy, program,
and complement of procedures. Some tips: Strive
for a policy that broadly outlines the concepts
and the structure with a focus on regulatory
guidance; a program that is more in-depth and
describes the concepts laid out in the policy;
and highly detailed procedures that are clear
and easy to follow so that even a person just
stepping into the job could understand their
role’s expectations.

2. Identify your vendors. Ask your accounts
payable area for a vendor list. Narrow down the
vendors that need monitoring, based on factors
like spend threshold, ongoing use, and risk of
the product or service being outsourced. Not
every vendor will be actively managed.

3. Confirm the accuracy of your vendor list.
Check it against your previous list and your
program scope as necessary. Get both your board
and your senior management team involved
in all facets of vendor risk management by
reporting on changes in inventory and the risks
associated with outsourcing various products
and services.

mend reviewing the OCC Bulletin 2013-29. Even
though the OCC may not be your regulator, its
guidance set the gold standard for the vendor
lifecycle. Examiners compare notes and watch
one another for vendor risk management best
practices, whether formally through participation in the FFIEC, or informally, the way you
watch your competitors.
Review every actively managed vendor. Each
requires some level of review. You can prioritize
by risk and concentrate first on your critical and
high-risk vendors. Your risk assessment may
well determine both the steps you take in terms
of ongoing monitoring and any additional provisions you need to add into the contract.

6. Put good a contract management system and
procedures in place. Keep in mind important
contractual compliance clauses when entering
a contractual relationship. In addition, use a
process for monitoring contract terms and
renewal notice periods so you don’t accidentally
miss an important date.
Implementing these practices will position you
for third-party risk success. At the end of the
day, it’s your responsibility to mitigate risk to
protect your bank and customers.
Branan Cooper has 25-plus years’ experience in
financial services with a focus on management
of internal processes and controls—most notably
third-party risk and operational compliance. He
will speak at the October 4 & 5 Conference on
Cybersecurity in Community Banking (p. 1).
Venminder is a leading provider of third-party
risk management solutions. To find resources for
vendor management, visit venminder.com.

Dr. David Kohl to address The State of Agriculture and Ag Lending
Recommended for ag lenders; ag credit analysts; producers; community bank directors
As we approach loan renewal season, Dr. Kohl will look at trends and conditions sure to impact both
your customers’ balance sheets and income statements as well as the bank’s overall portfolio.
He’ll highlight some offensive and defensive strategies for working capital burn rates and core equity
burn rates, which can influence the customer’s agility. He’ll discuss the one-page customer-driven
recovery plan along with key financial and non-financial metrics of customer quadrants. Time permitting,
he’ll answer questions and point out some notable developments on the agribusiness radar screen.
Live webinar Monday, November 5

1000 to 1100 am MST | 1100 am to noon CST

Session description and enrollment information at bbwest.com (Newsroom, Events and Classes)
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Career banker brings fresh eyes, seasoned vantage point to bear on new assignment
The most recent addition to BBW’s calling officer
team is no novice to banking or to the regions
served by BBW. Tom Chinnock, who
officially joined the bank as a vice president of correspondent services on
August 6, brings nearly four decades of
industry experience to his new position.

of the desk, so I understand many of the challenges the small guys face. Working with them,
talking about solutions, and seeing
them progress is something I’ll really
enjoy.”
Over the coming months, Jeff Benson,
chief operating officer for BBW, will
work with Tom to arrange introductions to the banks he’ll be assigned to.

For about half of his career, Tom
served as CEO or president; his other
roles have included chief credit officer,
Tom went to work as a banker after
loan officer, and senior lender—all
Tom Chinnock
graduating from Chadron State College
with community banks in Nebraska,
in Nebraska. He attributes his fondColorado and Wyoming. His knowledge of
ness for the outdoors to a happy childhood on his
Banker’s Bank of the West from a client’s
family’s farm in Alliance. He and his wife, Ann,
perspective sparked his curiosity when BBW
like spending leisure time together golfing,
announced the open position in correspondent
working in the yard—and participating in other
services. The job description matched both
activities that get them outside.
Tom’s background and his interest in helping
independent banks compete.
Much of Tom’s time will be spent talking with
“I look forward to helping client banks meet
customers and following up on their requests. To
their goals.” he said. “I’ve been on the other side
get in touch with him, call 303-291-3700.

Nuggets from Black Hat® and Def Con®

Symposium to reprise technology panel

Continued from p. 6

The 2018 Western States Director Education
Foundation Symposium will engage a panel of
technology experts to share perspectives on
choosing and managing vendors and products for
cybersecurity functions. A similar discussion on
a different technical topic at the 2017 WSDEF
Symposium earned high praise from attendees.

service providers are growing their footprints
because vendors need them as intermediaries
during onboarding and customers need them for
their knowledge. Knowledge of information technology and security is not enough for banks.
The provider must also understand banking—
and some vendors and hackers know very little.
►► Everything can be hacked. Period.
Regardless of whether a device is connected to
the internet or powered off, it is not secure. The
key is to truly understand the risk of the threats
and, as a business, decide what mitigation is
necessary. This will require a deeper, more
extensive grasp of technology and security on
your part. That is not to say the technical realm
is your primary duty, because it isn’t. You can
find ample guidance and expertise to help you
make the appropriate decisions about all aspects
of this process.
As in other years, I walked away from this event
thinking, I need to keep up. A challenge for every
security professional in a highly regulated
industry—though not as fun as hacking a voting
machine at Def Con—put a spring in my step as
I boarded the plane home: the assurance that
there will always be something new to learn.
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Panelists will include information technology
and security executives from Alpine Bank
(Colo.), JP Stone Community Bank (N.M.), and
Jonah Bank of Wyoming as well as an IT
examiner from the Federal Reserve Bank of
Kansas City. Anne Benigsen will facilitate.
When:
Where:
Full details:

October 28–30, 2018
JW Marriott Phoenix Desert Ridge
https://wsdef.org

“ This year marks the 15 year I have attended
the Western States Director Symposium, having
th

always enjoyed great educational programs with
a focus on keeping community banking viable,
competitive and most importantly, independent.
If you are a community bank director, you owe it to
your bank’s future to be a part of the Symposium. ”

Sean Ormand, President
First New Mexico Bank of Silver City, N.M.
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On guard: all-hands-on-deck approach crucial to minimizing losses due to fraud
BBW’s Wires and Fed Funds team cautions
that banks in our service area continue to incur
significant losses due to email compromises.
Oftentimes, these and other losses can be
prevented if all bank employees are aware of the
ever-present potential for fraud and ways to
combat it.
Today’s cybercriminals are social engineering
experts. Doing periodic reviews of your policies
and procedures with your team will prepare
them for unexpected situations. Teach your
people to be alert for smokescreen tactics that
are so popular with scammers for the simple
reason that they work much of the time.
Phony distractions can take the form of a tight
deadline; heightened urgency and impatience;
feelings of nervousness or pressure; a dramatic
back story; an emotional plea to forgo reasonable
procedures; or an out-of-the-ordinary payment
on a Thursday or Friday (which would likely
delay discovery of a fraud to the following week).
Don’t make the mistake of confining fraud
awareness and prevention to the operations
area, however. Anyone in any position could
become a fraud target. Review risks and your
bank’s procedures with the people all across
your organization – from lenders and customer
service reps to senior-level managers and
universal bankers – at least once a year. Add a
discussion of fraud prevention to your standard
new-hire orientation process.

discovered as fraudulent if the bank had first
phoned the originator to confirm. Instead, a
quick authorization was given under the pressure of a deadline—and that decision proved
costly to the bank.
Wires, being guaranteed funds, deserve close
attention. For starters, ask yourself:
➢ Does this customer normally send wires?
➢ Is anything about the wire—the amount,
destination, or timing—out of the ordinary
for this customer?
➢ Are you confident the wiring instructions are
complete?
➢ From the bank’s perspective, is the sum to
be large enough to merit extra caution?
Ultimately, risk is inherent in the business of
banking. Much of the “art” of our profession
involves understanding, balancing, and minimizing risk to the customer and bank.
Even when wire fraud, account takeover, check
counterfeiting, and other financial crimes aren’t
making the current news headlines, they still
occur all too often. Staying educated on best
practices could save you the pain of learning
from experience as a result of a loss.

In the wire area, insist on doing call-back verifications on wires submitted by email or fax. One
recent community bank loss would have been

Bits and bytes — recap of recent events and lessons from the lively world of cybersecurity
Greg Miller, IT Analyst ▪ Bankers’ Bank of the West

! A security flaw in an IOS update for Apple
devices allowed hackers to access devices and
kept some applications from working properly.
Apple fixed the issue quickly. We initially
warned against updating, but now it’s both safe
and highly recommended to update.
! An exploit affected users of Bluetooth devices
like wireless headphones or speakers, fitness
watches, and even the hands-free option in
vehicles. Several manufacturers of Bluetooth
devices quickly issued patches to remedy the
problem.
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!!! Emotet, a nasty piece of malware, made the
rounds. It arrived as an email with some sort of
attachment that, once opened, let Emotet spread
like a worm to addresses on the affected users’
address books; it also traveled through some
affected machines’ network connection. Emotet
managed to take down state and local governments as well as businesses and everyday users.
Threats like these can remain hazardous even
after discovery. So stay on guard and trust your
instincts. If something seems fishy, ask your IT
people or contact our BBW IT team for help.
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Observation, themes, hot buttons from Black Hat® and Def Con® 2018
Anne Benigsen, CISSP, First VP–Info Security & Technology
Bankers’ Bank of the West

If it weren’t for the bright lights and LED
screens plastered across booths at the Las Vegas
convention venues, the vendors hawking their
wares might have stepped out of a farmer’s
market in the Wild West instead of two of the
leading cybersecurity conferences in the country.
Beneath the fun and freebies was an underlying
tension that has been apparent at the events in
recent years. Cybersecurity and the threats
around it are growing with the advancement of
the digital age, which is just a few decades old.
The infancy of digitizing data is passing, and
proper controls are needed to prevent us from
raising a monster. Following are a few event
highlights to keep in mind.
►► Digital/cyber law is a real phenomenon.
General Data Protection Regulation and the new
privacy laws in California and Colorado are foretelling what’s to come. Lawyers predict that
within three to five years, most states will adopt
privacy laws like GDPR. Now is the time to
prepare. Cybersecurity is intersecting with law,
and attorneys need to get up to speed on the
technology around security. On the flip side,
people in the field of information security need
to start dabbling in law. Also, the Internet of
Things will very likely become a lawsuit battleground because so few standards exist, making
possible easy uninvited access to most products.
►► Artificial intelligence and machine learning are still developing. Stakes are high for both
sides, but our use of it still needs significant
refinement. We’ll see leaps and bounds in this

arena as well as failures and consolidation.
Understanding what it can do for your business
now will help shape future strategy and indicate
why attacks will look different in the future.
►► The risk management landscape is
changing. Gone is the era of relying on a spreadsheet or poorly written program to determine
how “at risk” a bank is. Plenty of reasonably
priced tools are available to quantify, qualify
and illustrate what your posture looks like, how
much a breach will cost you, and what the board
needs to see to remediate or accept the risk.
►► One tool. One vendor. We’ve returned to
favoring one vendor to help with our prevention,
detection and response instead of the dozen(s)
that most use now. Plenty of options were on
display this year, but a remaining concern is
how to implement such solutions while we’re all
at once bound by contracts, untangling current
relationships, carrying out a complicated installation project, and managing appropriate training. My own belief is that reducing the number
of vendors and tools will be vital for our industry’s security posture. These should incorporate
ways to actually secure a community bank, not
merely check off boxes.
►► Effects of the skills shortage will be farreaching. While many community banks will not
seek to hire their own cybersecurity professional,
the scarcity is sure to affect them in other ways.
More and more vendors are operating offshore
and using automation today versus being U.S.based and doing lots of hands-on work. Managed
Continued on page 4.
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