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CivITas Bank Solutions was born from the needs voiced 
by community banks for af fordable real-world 
technology and information security solutions.
Every member of our team has experience in 

community banking from the technology, security or 
compliance side of the organization. We have been 

subject to the same audits, exams and challenges as 
any other community bank. The insights we bring to 

our work make us uniquely qualif ied to provide suppor t
for the highly regulated community banking 

environment.
We know what you are going through, and we can help.
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BRONZE SPONSORS

ABOUT 
CoNetr ix

ABOUT 
C S  I  

A Family of Technology Companies
CoNetrix is a full-service computer networking, 

software development, and security and compliance 
firm built on the principles of integrity, innovation, and 

initiative. 

CoNetrix has roots dating back to 1977, when it was 
founded in Lubbock, Texas. We now serve customers 

across the US, in all 50 states. CoNetrix, LLC is a 
family of four companies, including CoNetrix Security, 
CoNetrix Technology, Tandem, and Accounting Ware.

Visit: www.conetrix.com for more information 

As one of the largest, most trusted managed 
services providers in the country, CSI’s risk 

management solutions help strengthen IT security 
and defend against threats that can destroy an 

institution’s reputation and bottom line. 

With cloud-based and on-premise services, CSI 
provides a scalable, efficient IT enterprise that is 

tailored to an institution’s specific needs and 
backed by dedicated round-the-clock monitoring 

and support for expert threat mitigation. 

CSI’s risk management solutions provide a 
competitive edge by protecting institutions from 
evolving cybersecurity threats and streamlining 

compliance. 

Learn more at www.csiweb.com.

http://www.conetrix.com/
https://protect-us.mimecast.com/s/J_JwC7306rtnkVBTWUu0u?domain=csiweb.com
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“Courageous 
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“Courageous Leadership: Your Competitive 
Differentiator”: 11:00 AM – 12:00 PM, April 28th

Simply put, Cindy Solomon builds courageous leadership at scale. An internationally 
recognized speaker, best selling author, and a 2022 Top 10 Global Leadership Guru, 
Cindy is a recovering corporate executive who has spent over two decades helping people 
just like us perform beyond our wildest dreams. Each year, Cindy and her global team of 
facilitators teach the courageous leadership skills needed that move the dial on
personal productivity, employee engagement, customer experience, and bottom-line 
results. Whether it’s helping clients like Tesla, UPS, and Alaska Airlines find a way to 
innovate during explosive growth, or helping the Gates Foundation and Associations like 
ASAE and the American Bankers Association innovate during disruption …

Cindy and her team have enabled over 350,000 leaders around the world to build the 
courageous leadership skills they need to not just survive, but to thrive. And the courage 
movement is growing - CSA has been named on both the Inc. 5000 and the San Francisco 
Business Times’ FAST 100 lists of fastest-growing companies and her TED talks have 
been viewed over 1.8M times. When she’s not working with a who's who of corporate 
America or speaking around the world (or from the comfort of her home office), she’s 
working on her golf swing and trying to get her college age daughter to return a text 
message. Please join me in welcoming Cindy Solomon.



Courageous Leadership 
Your Competitive Differentiator
with Cindy Solomon | Founder of The Courageous Leadership Institute®

©2020 Courageous Leadership Institute. Please do not distribute without express written consent from Courageous Leadership Institute®. All rights reserved.©  Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.©2020 Courageous Leadership Institute. Please do not distribute without express written consent from Courageous Leadership Institute®. All rights reserved.© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.

A COMPANION GUIDE



Download the Workbook!

Courageous 
Leadership 
Through Chaos

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.

Let us know how we can help!

Cindy@cindysolomon.com
creatingcourage.com

@cindysolomon

bit.ly/buildyourcourage

Exercises and additional 
learning, exclusively for 
YOUR DEVELOPMENT

mailto:Cindy@cindysolomon.com
http://bit.ly/buildyourcourage
https://www.linkedin.com/in/cindysolomon


Thanks for being part of my Courageous 
Leadership® presentation!

Take a romp through this deck now while the info is still fresh. 
Then set aside 10 minutes to work through one or two exercises. 

Do this every day and, by the weekend, you’ll feel yourself 
building that courage muscle for what’s next!

Go for it!

@cindysolomon

Let’s Connect!

“

W

@cindysolomonassociates

@cindysolomon

@cindysolomoncourage

creatingcourage.com

cindy@cindysolomon.com

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.



Core Courage

Blind Courage

Role Courage

Crisis Courage

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.

What Blind Courage looks like:
● You say, “That sounds like fun!” – a lot
● You feel as though you simply “closed your eyes 

and jumped”
● You have very little fear of failure, because you 

aren’t focused on the consequences
● Sometimes called “gut” or “instinct

What Role Courage looks like:
● You act with confidence doing what you were 

“trained” to do, and have no fear of failure
● If you believe it – you ARE it.
● Your experience, training, and usage allows you 

to see the path to success 

What Crisis Courage looks like:
● A perceived “life-or-death” situation accompanied 

by a rush of adrenaline – fight or flight
● You feel lightheaded, as though you’re taking 

action without conscious thought
● You get a burst of productivity and then burn-out.

What Core Courage looks like:
● You’ve determined who you are and where you 

want to go. 
● You are fully aligned and confident that your vision 

is in tune with your values and abilities. 
● You are focused on the destination – not the noise



When Core Courage works for you:
● You are looking for inspired movement toward a difficult or long-term goal
● You are in a crisis and need to create calm within a team or organization
● You need to inspire true innovation against a common outcome
● Your values as an organization or industry are tested and found wanting

When Core Courage works against you:
● Immediate action is required and there is no time to study your options
● You allow the process of discovery to cause “analysis paralysis”
● Others on your team have training that would enable them to act from Role 

Courage but you hold them back because you want to consider all the facts first

When Role Courage works for you:
● You need to solve a problem or take an opportunity in your area of expertise
● You need to focus on top priorities and act from a high level of competence
● You know no one else is better prepared for the challenge than you/your team

When Role Courage works against you:
● You become unable to work across varying areas of expertise because you 

have competence in only one area
● You are fearful of taking action because you don’t have “enough” training
● You/your team become divided from other areas of the business
● Your belief in your own training blinds you to the possibility of someone better 

suited for the task

When Blind Courage works for you:
● You are working in your area of expertise
● You need to act quickly, with limited data, to take advantage of market 

opportunities
● You (or your team) are stuck in “analysis paralysis” and time is slipping away

When Blind Courage works against you:
● Your excitement over “jumping” keeps you from focusing on the right 

priorities long enough
● You become addicted to it and use it destructively just to feel the rush
● You don’t follow up with a commitment to the project, strategy, etc.

When Crisis Courage works for you:
● You need to respond to an immediate threat to you or your team’s 

well-being
● If inaction would cause the demise of your career, team, or organization

When Crisis Courage works against you:
● You employ it for sustained periods of time to the point of burnout
● You use it repeatedly, just to feel the adrenaline rush
● You put yourself in crisis situations that otherwise could have been 

avoided

How the types of courage can help or hinder.

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.



Here’s what we learned.
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COURAGEOUS LEADERSHIP PRO TIP

Take the learning to the next 
step with some specific 
actions… check it out!

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.



INSTRUCTIONS: Before you open your inbox or check your calendar for the day or week ahead, 
take a look at your giant to-do list. Now, imagine you have $100 to invest in ONLY 3 SPECIFIC 
ACTIONS for that day/week to give you the greatest return on your investment. Ask yourself 
these questions:

INDIVIDUAL EXERCISE

Focus on what moves YOUR goals forward first.

TEAM  EXERCISE

What 3 actions, if accomplished, would move my goals, 
my team's goals, or my business forward most quickly? 

How would I “invest” my $100 against those goals - 
again, focusing on my return on investment. 

Write down your 3 priorities on a post-it and place it 
where you can see it throughout your day.  

Now… open your inbox and focus on the emails that 
pertain only to those objectives. 

What 3 actions, if accomplished, 
would move OUR goals, forward 
most quickly? 

How could the team work together to stay focused on 
these priorities? Who’s willing to place a “bet” with their 
portion of the $100 investment? How much? By when?

Publish your team’s 3 priorities where everyone sees it 
and can be reminded. How will you hold each other 
accountable?  

Now… open your inbox and focus on the emails 
that pertain only to those objectives. 

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.



INDIVIDUAL EXERCISE

Stop using your inbox as your priority list.

TEAM  EXERCISE

What kind of courage do you need for the following actions?

Say “NO” to BCCs, CCs and only include those required for a decision.

Stop the “thread madness”! Create new emails with single topics and 
appropriate subject lines so you can easily find them.

Give recipients all the information they need to prioritize your email 
by including an “ACTION” word, topic, and due date in the subject 
line. 

Action Required | XYZ Project | Due Date X/XX
For Information Only | XYZ Goal | Next Meeting XX/XX
Answer Requested | ABC Client | Requested by XX/XX
Next Step Requested | ABC Team | Due Date XX/XX

Create a “Read Someday” file and move everything you want to keep 
but read later out of your inbox.

In your footer, share with people when you are most likely to look at 
email and if they need something urgently, to text, IM, call.

Delete all emails over 2 months old… you can do it! 

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.

Control what you can control.

Gather your team, project team, or
upstream/downstream partners to create 
some email “rules” that everyone agrees to 
follow. Here are some places to start:

Do we really need an email? Can we just pick-up the phone to 
get a quick response/answer?

Subject Line Consistency (see examples to the left)

Agree upon who should be CC’d and when.

Decide which projects require what type of email cadence? 
Daily check-ins? Friday summaries?

What other ideas do you have?



Ask the most important question, “Do 
you really NEED the meeting?” 

©2021 Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.

Title the invitation with

an ACTION word.

Decide, Finalize, Determine, 
Prioritize, Confirm, Finish, 
Learn, Coordinate, etc.

REVIEW is not an action word! 



Not sure why you are invited?
“I didn’t see an agenda in the invite therefore I’m not sure if I’m needed for the 
discussion. I’ve declined the invitation for now but am happy to participate once I 
see the agenda. 

“After reviewing the agenda and purpose for the meeting, it looks like you have the 
project well in hand and don’t necessarily need my participation. Of course, if you’d 
like my input on a specific topic in the agenda, I’m happy to attend!

“I’m juggling a few things that day that may take precedence and wanted to be 
sure that if my presence was required for a specific part of the meeting, I could plan 
around that specific time.  Please let me know so I can be there when you need me!

Saying “NO.”
“I appreciate you including me. I am focused on a number of initiatives requiring my 
full attention, so I unfortunately won’t be able to make it unless it is essential for me 
to attend. If you feel that is the case, please let me know so I might be able to 
provide what you need in advance.”

“Now that the project is underway, I trust that everything is moving forward 
smoothly.  If something important comes up that requires my attention, please just 
let me know.”

“I can’t make it to this meeting, but please let me know if my attention is required to 
address any key outcomes from the discussion.”

This meeting is no longer needed
“This meeting served a great purpose early on in the project and enabled us to 
accomplish <xxxxx>. However, now that the project is <in a new phase/ 
completed>, I suggest that we consider retiring this meeting.”

Can be resolved with an email instead of a meeting
If I can contribute <my thoughts/a decision/context> ahead of time, please email 
me with details or give me a call <list availability>. I’m trying to prioritize my 
time, and it would be great to resolve this without a meeting if possible.”

Courageously respond to meeting invitations.

Send a replacement as a development opportunity
“I’m not able to attend the meeting, however, I’ve asked <name of person> to 
attend in my place and they will update me about <topic> later. If you have any 
concerns with my proxy attending, let me know.”

“I’m unable to attend your upcoming meeting, but I’ve briefed <name 
of person> who will be attending in my place and is authorized to 
make a decision about <topic>.”

“I noticed that I was invited to a meeting you’re hosting on <date>...

© Please do not distribute without express written consent from Courageous Leadership Institute. All rights reserved.
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Over 

Views!
1.5 MILLION

Have 5 minutes? Check out my recent TedTalk here!

https://www.ted.com/talks/cindy_solomon_5_tips_for_dealing_with_meeting_overload?language=en
https://www.ted.com/talks/cindy_solomon_5_tips_for_dealing_with_meeting_overload?language=en


Courage Webinars

Build Your Courage 
Right Here, Right Now.

Virtual or Live Workshops

Take a minute to consider your next move. You’re already outside your 
comfort zone. Why not take an actionable step today by bringing our 
Courage programs to your company. You and your teams deserve this, 
you’ve earned it, now LET’S DO IT!

Keynotes

Let’s Keep it Going! Call 315.806.0952 today

Shake up your team and get them deeply 
engaged with the very best of our live or 
virtual leadership intensives. 

You’ll rock their world with 90 to 
120-minutes of powerful skill-building 
content. GO ▶

Bring Cindy to your organization for a 
live (or virtual) keynote presentation 
and help your entire team benefit from 
a globally recognized leadership guru.

From 20 minute TED style talks to 
fast-paced, inspiring keynotes, Cindy 
will make your meetings memorable.
GO ▶

Just outside your comfort zone, there’s a 
Courageous Leadership® webinar ready to 
take you and your team on a wild ride.

These one-hour programs are designed to 
get larger groups engaged and revved up for 
your organization’s next big challenge.
GO ▶

https://courageousleadershipinstitute.com/live-leadership-intensives/
https://cindysolomon.com/
https://courageousleadershipinstitute.com/virtual-learning-webinars/
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For more than two decades, widely admired leadership expert, author, and keynote speaker 
Cindy Solomon has helped Fortune 1000 companies build Courageous Leaders at Scale. 
Through her hilarious and provocative keynote presentations, live and virtual leadership 
workshops, and online learning, Cindy and her team reach over 50,000 leaders a year, 
helping them find their courage to build successful companies, teams, and careers.

With over 40 global facilitators (and 1M TED views), Cindy’s programs have been used 
around the world to develop leadership skills for truly transformational customer and 
employee experiences. 

Cindy Solomon and the work of the Courageous Leadership Institute® has been recognized 
by the Fast Company Fast 100 (Fastest Growing Companies) and Inc Magazine 2500 
Fastest Growing Companies. They’ve worked with 26 J.D. Power award winning companies 
and 16 Best Places to Work award winners. CLI is also a certified Women-Owned & 
LGBTQ-Owned business. 

“I can truly say
that Cindy has

helped transform the 
culture of our

 company.”
- Executive Vice

President, KeyBank

QUESTIONS?
Got a leadership challenge or an initiative in your 
organization?Let us know! We’d love to help in any 
way. Visit cindysolomon.com to get in touch.

25+ years of Courageous Experience. Built by Leaders, for Leaders.

345,423
LEADERSHIP PROGRAM 
PARTICIPANTS

98.2%
WOULD RECOMMEND 
TO A COLLEAGUE

462 
CLIENTS…  AND 
GROWING

40+
GLOBAL 
FACILITATORS

https://cindysolomon.com/


“A Strategic Business 
Approach to Cyber 
Security, based on 
Financially Driven 

Cyber Risk 
Quantification”

By: Steven Ward
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“A Strategic Business Approach to Cyber Security, based on 
Financially Driven Cyber Risk Quantification”: 1:30 – 2:30 
PM, April 28th

Steve has over 28 years’ experience in Information Technology, 
with roles including Strategic Banking Technology Consultant, 
SVP/Chief Information Officer, SVP/Chief Operations Officer, 
Senior Technology Officer, Information Security Officer, IT Systems 
Manager, Data Processing Manager and Systems Administration. 
He has served the last 14 years in the heavily regulated financial 
services industry, covering executive leadership in back-office 
operations, technology, security, compliance, business continuity, 
mergers, major system migrations and infrastructure 
transformation.



A Strategically Driven Approach 
to Cybersecurity
Steven Ward, Manager, Strategic Business Consulting

24



Actionable Insight

Defining weaknesses in current methodologies 
Cybersecurity in a business context
Shifting toward an outcome-driven focus for Cybersecurity
Financially driven Cyber Risk Quantification

25



Defining 
Weaknesses 

in Current 
Methodologies
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Cybersecurity 
in a 

Business Context 
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Outcome-Driven 
Focus for 

Cybersecurity

28



Financially Driven 
Cyber Risk 

Quantification

29



Questions & Answers
Steven Ward
steven.ward@csiweb.com, 573-703-1185

30

mailto:steven.ward@csiweb.com


Thank You!
www.csiweb.com
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“Understanding 
the Cyber 

Gameplan”

By: Jeff Story 
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“Understanding the Cyber Gameplan”: 
2:40 – 3:40 PM, April 28th

Jeff Story is the Chief Information Security Officer 
for The Bankers Bank in Oklahoma City and has 
been with the bank since 2016. Prior to joining The 
Bankers Bank, he worked as a compliance 
manager and IT manager for Computer Services, 
Inc. He is a graduate of Murray State University 
where he earned a BS in Business with an 
emphasis in Finance and a MS in 
Telecommunications Systems Management.



Understanding the
Cyber 
Gameplan

Jeff S. Story, The Bankers Bank



CISO, The Bankers Bank

Who is this guy?

Live in Oklahoma City 15+ years in Banking.
20+ years in
Technology

A number of
certifications

I love helping people keep things secure







DISCLAIMER

This presentation is for information only.
Evaluate risks before acting based on ideas from this presentation

This presentation contains opinion of the presenter
Opinions may not reflect the opinion of his employer



WHY THIS PRESENTATION?

• Cyber is a leading threat for most organizations

• Everybody needs to understand Cyber

• Football is relatable



NOT COMPLETELY ORIGINAL



INSPIRED BY ONE OF THE BEST FOOTBALL MOVIES





PREGAME



PREGAME

• The game is often won before you take the field

• You need to study the opponent as much as yourself

• Where to start?



WHERE TO START

• Look at your organization

• Determine what others know about your

organization? 

• Think of it as an inventory



EXTERNAL WEBSITES

• Do a review of what you are putting on your websites?

• Do you list your employees?

• Do you link directly to your applications?

• What information is public and potentially be used against you?



DOMAINS AND SAAS APPLICATIONS

• What internet domains and SaaS applications are used by your 
organization?

• You can use an advanced tool like shodan.io

• Review your last IT audit and penetration test.

• Vendor management documentation



INTERNAL AND HOSTED

• What applications do you run internally?

• Which applications hosted and accessed externally?

• Disaster recovery plans

• Vendor management



CONTROLS

• What defenses do you have in place?

• Firewalls, AV, Spam Filtering, EDR, MFA. …



Watch tape of the 
opponent's offense



COMMONLY USED OFFENSES

• Common Tactics, Techniques, and Procedures (TTPs)

• FS-ISAC weekly reports

• News websites

• Conferences

• Membership in professional organizations like Infragard

• Local banking ISAC

• Independent vendor reports (Verizon DBIR)



KEEP CURRENT

• Attacks change.

• Your environment changes.



Time to do a Risk 
Assessment



I KNOW… I DON’T LIKE 
TO DO RISK 

ASSESSMENTS EITHER!!!!



RISK ASSESSMENT

• As formal as it needs to be

• As intricate as the risk dictates



EXAMPLE VULNERABILITY

• Spring for Shell

• Zero day announced on 3/30

• Remote Code Execution.



RISK ASSESSMENT EXAMPLE

• Look at your inventory

• Are you using the Java Spring Framework

• No – great… document it

• Yes – Research how it can be exploited



OFFENSE



PRIMARY OFFENSIVE MOVES

Running plays
• The attacker runs across the line of scrimmage.

• The spring for shell example

• Take advantage of configuration issues and exploiting 
vulnerabilities in the software



PRIMARY OFFENSIVE MOVES

Passing plays
• The attacker throws the ball over the line of scrimmage

• Phishing attacks and exploit the human element



OTHER PLAYS

• Lateral

• Trick Plays

• Special Teams

• Hail Marry



GAME NOTE

• The game is not won (or lost) on a single play

• The opponent will string plays together to drive down the field



EXAMPLE OFFENSIVE DRIVE
• A bad actor sends a phishing email to an employee that clicks 

on a malicious link that installs malware and allows the hacker 
access to their machine. (Passing Play)

• Hacker leverages local session on the user’s computer to find 
an exploitable Spring4Shell vulnerability on a server and 
exploits it to gain access to that server.. (Latteral pass)

• Once on the server elevates to administrator rights to get 
domain admin credentials. (Trick Play)

• Attacker has admin rights… Touchdown



GAME NOTE
• It is very important to note that the initial attack was not the biggest 

problem, but it led to it. This is why they track Yards After Catch 
(passing) or Yards after first Contact (running plays) These are 
indicators of how effective your defense is.

• Just because a vulnerability is internal, does not mean it isn’t a risk
and is secure.

• You need to be aware of where they can go after they get past your 
initial defense. Because they will.



DEFENSE



DEFENSE

• Risk assessments identify needed improvement

• Must be balanced
• Too much focus on the goal line = vulnerable to a passing 

play

• Too much focus on your pass defense = your opponent to run 
the ball down your throat.

• You need defense in depth.



WHAT IF?



ADVANCED PERSISTENT THREATS

• It is going to hurt.

• Opponent is clearly better funded and has more talent than you.

• Must protect the organization's most valuable information first

• Your opponent may have a successful running play for a few 
yards, they may complete a few catches

• Design your defenses to prevent them from stringing the plays 
together to score a touchdown





CAN’T LEAVE WITHOUT A PEP TALK

Be “The Man In The Arena”

∼ Excerpt from Theodore
Roosevelt’s speech “Citizenship In A 

Republic” – April 23, 1910



It is not the critic who counts; not the man who points out how the 
strong man stumbles, or where the doer of deeds could have done 
them better. The credit belongs to the man who is actually in the
arena, whose face is marred by dust and sweat and blood; who strives 
valiantly; who errs, who comes short again and again, because there is 
no effort without error and shortcoming; but who does actually strive to 
do the deeds; who knows great enthusiasms, the great devotions; who 
spends himself in a worthy cause; who at the best knows in the end
the triumph of high achievement, and who at the worst, if he fails, at 
least fails while daring greatly, so that his place shall never be with 
those cold and timid souls who neither know victory nor defeat.

Theodore Roosevelt



“THE MAN IN THE ARENA” KNOWS:

• Failure and victory are inseparable

• If you begin with failure your humility will keep you from being 
the critic.

• A critic doesn’t learn from failure.

• There are no mistakes in life if you are out there trying every 
day.



QUESTIONS?



CONTACT ME

•jstory@tbb.bank

•LinkedIn

•https://www.linkedin.com/in/jeffstory/

mailto:jstory@tbb.bank
https://www.linkedin.com/in/jeffstory/


By: Andrew Jannot

“Marrying Security, 
Network, and 
Application 

Performance”
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“Marrying Security, Network, and 
Application Performance” 3:50 – 4:50 PM, 
April 28th

Andrew Jannot came to RCC with over 25 years of 
experience working with enterprise clients on solving 
complex IT problems. He currently runs sales globally for 
the organization with a passion for customer experience. 
He spent the last 5 years honing his expertise in Cloud, 
Colocation, PaaS, Disaster Recovery, and VDI. Andrew’s 
passion for our clients and reputation for exceeding 
goals makes him a huge asset to RCC and our 
customers.







For more information 
on what was discussed 
during this 
presentation, please 
email Andrew at 
Andrew Jannot 
andrew.jannot@richar
dsoncom.com



“CBDC Update” 
with Anne Benigsen and Chris Tuzeneu



About Anne and Chris 

“I have been in the security field for 7 years and have been 
in love with technology and hacking for about 20.
As a lover of Linux and advocate for open-source software 
solutions, I can teach you how to build a home lab on the 
cheap.” – Chris T. 

Anne draws on nearly 30 years of experience in the fields of 
technology, cybersecurity, privacy, and compliance to ensure the 
bank’s strategic goals are accomplished effectively.

Anne holds a variety of security and privacy related certifications 
but believes that her best education has come from the decades 
on the job and continuous communication with others in the 
industry.



Money and Payments: US Dollar in the Age of 
Digital Transformation

Request for Comments

On CBDC



2

WHY BANKS

TO COMMENT
NEED

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu
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CBDC Benefits, Risks, 
and Policy 

Considerations

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu
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1. What additional potential benefits, 
policy considerations, or risks of a CBDC 

may exist that have not been raised in this 
paper?

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu
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1: Comments
• Faster payments – how will this integrate
• Recently hinted-at new rail for processing –

risks for regulation and law enforcement
• Shore up the US dollar in international

digital transactions
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2. Could some or all of the potential 
benefits of a CBDC be better achieved in a 

different way?
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2: Comments
• Faster Payments for speed – but 

international? 
• Digital transactions off the normal rails?
• Stablecoins
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3. Could a CBDC affect financial inclusion?
Would the net effect be positive or negative

for inclusion?
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3: Comments
• Why are people underbanked/nonbanked in

the United States
• Would a digital currency change that.
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3: Comments
• Issue of trust not resolved by centrally 

controlled digital currency
• Needs to be relatively easy/seamless 

transition to lower the barrier of entry
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4. How might a U.S. CBDC affect the 
Federal Reserve’s ability to effectively 

implement monetary policy in the pursuit of 
its maximum-employment and price-

stability goals?
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4: Comments
• With the ample reserves policy the demand

may change drastically which could then
lead to many rate changes – depending on
the demand would need to revise it (again)
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5. How could a CBDC affect financial 
stability? Would the net effect be positive or 

negative for stability?
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5: Comments
• By making this a legal tender, is there any 

situation where it does not have an impact on fiat 
currency or possibly cannibalize deposits?

• Needs to have the same rules as current digital 
money
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6. Could a CBDC adversely affect the 
financial sector? How might a CBDC affect 

the financial sector differently from 
stablecoins or other nonbank money?
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6: Comments
• Currently altcoins and stablecoins have little 

impact. CBDC as a legal tender can/will replace 
currency. If it is not treated the same way from a 
financial perspective – there will be negative 
impacts. Positive impacts if they is a “bonus” to 
using CDBC either in risk, rates or fees.
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7. What tools could be considered to
mitigate any adverse impact of CBDC on the 
financial sector? Would some of these tools 
diminish the potential benefits of a CBDC?

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu



18

7: Comments
• Regulation and compliance as a tool can make or

break financial systems and CBDC adoption by
FIs.

• Needs easy technical adoption for FIs to provide
it, protect against fraud, and comply.
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8. If cash usage declines, is it important to 
preserve the general public’s access to a 

form of central bank money that can be used 
widely for payments?
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8: Comments
• This feels like a trick question – is there ever

going to be an answer of “no, we don’t want the
public to have access to money for payments”?

• Should not be solely relying on card/credit for
payments – a purpose of this was to lower fees
for transactions – central bank money = low fees.
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8: Comments
• Preferring cash for untraceable

transactions
• Younger generation higher comfort level

with digital payment solutions
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9. How might domestic and cross-border 
digital payments evolve in the absence of a 

U.S. CBDC?
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9: Comments
• Fear is that there is another CBDC that supplant

the dollar due to ease of use. Russia, China, and
even Germany are starting to use other methods
of digital transactions that aren’t dollar based.

• If the dollar loses its monopoly on international
transactions – wide reaching economic impact.
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9: Comments
• Conventional cryptocurrency would 

continue to have top market share
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10. How should decisions by other large 
economy nations to issue CBDCs influence 

the decision whether the United States 
should do so?
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10: Comments
• Same as #9 – this is not keeping up with the 

Jones’, this is ensuring that the dollar remains the 
preferred international transaction medium.
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10: Comments
• Less of a trend and more of a necessity
• Nations that will prefer or exclusively use 

CBDC and compatible technologies for 
international commerce
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11. Are there additional ways to manage 
potential risks associated with CBDC that 

were not raised in this paper?
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11: Comments
• Nothing is mentioned on how the data will be

stored or used or mined.
• Having a well-made and updated AI/ML system

to detect fraud as well as maintain privacy will be
key.
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11: Comments
• Data ownership, additional use,

responsibility to secure, liability shift for
fraud
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12. How could a CBDC provide privacy to 
consumers without providing complete 

anonymity and facilitating illicit financial 
activity?
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12: Comments
• Users are tokenized with only certain data being

provided back for authorization.
• Data is dispersed.
• Data is everywhere but masked/encrypted.

(lesser of the three ideas)
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12: Comments
• Anonymity is binary
• Whoever controls data can 

view/manipulate data/metadata sets
• Consumer expectations
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13. How could a CBDC be designed to foster
operational and cyber resiliency? 
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13: Comments
• If the initial platform is created with security in

mind and has the appropriate safeguard built in
for data loss, data modification as well as
resiliency and security – that will be 99% of the
way there.

• Being able to have try anomaly detection, AI/ML.
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13: Comments
• Backups by trusted points of authority
• Offline mode
• HA/failover
• Pentesting and audits
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14. Should a CBDC be legal tender?
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14: Comments
• CBDC yes, Stablecoins no.
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14: Comments
• Without being legal tender, no motivation 

to adopt
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CBDC Design
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15. Should a CBDC pay interest? If so, why
and how? If not, why not?
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15: Comments
• Initial thoughts are no.
• Second initial thoughts are maybe during an 

adoption period.
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15: Comments
• Would supercharge adoption
• Where does the money come from
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16. Should the amount of CBDC held by a 
single end user be subject to quantity limits?
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16: Comments
• Initial thoughts are no for domestic as there is no

limit to fiat currency of bank currency.
• If there is a limit will that create demand or will

that slow adoption?
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16: Comments
• Converting cash deposits to CBDC, limit

should be the available cash
• Risk decision by FRB but for individuals?

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu



47

17. What types of firms should serve as 
intermediaries for CBDC? What should be 
the role and regulatory structure for these 

intermediaries?
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17: Comments
• Banks have the infrastructure to be able to

process these transactions. Using fintechs that
already are proven to be non-compliant will take
too long.

• Need technology firms working with banks
earlier on in the process.
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17: Comments
• Chance for the banks to remain necessary 

and competitive
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18. Should a CBDC have “offline” 
capabilities? If so, how might that be 

achieved?
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18: Comments
• Yes. If the goal is to truly serve the under/non 

banked, it needs to have an offline-solution.
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18: Comments
• “Online first” method
• Similar capabilities to EMV offline
• Power vs. powerless systems
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19. Should a CBDC be designed to maximize
ease of use and acceptance at the point of

sale? If so, how?
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19: Comments
• There needs to be an order/act/law out saying 

that all POS systems by “x” time need to have this 
integration. If there is an option to “opt out” 
widespread adoption will falter.
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19: Comments
• Would maximize adoption, major use case
• With lower interchange fees, merchants

would adopt
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20. How could a CBDC be designed to 
achieve transferability across multiple 

payment platforms? Would new technology 
or technical standards be needed?
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20: Comments
• Interoperability: 1) Data connectors. 2) Data lakes. 

3) New technology integration.
• What is going to be the most realistic? What is can 

scale? What can be maintained and have 
resiliency?

• All of it will have to have new standards if it’s legal

Comments for CBDC | Money and Payments | Anne Benigsen and Chris Tuzeneu



58

20: Comments
• Open API = risk
• Build on existing rails/platforms
• CBDC-DSS
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21. How might future technological 
innovations affect design and policy choices 

related to CBDC?
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21: Comments
• Always will be looking at “hacking” and fraud –

need to ensure that the technology is adaptable 
enough that it can integrate new controls and 
protections.

• Ensure that whatever data sources it’s using they 
have a level of interoperability.
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21: Comments
• AI/ML component, detection
• Future is unknown
• Compliance, pentesting using TTPs, threat

intel, etc.
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22. Are there additional design principles 
that should be considered? Are there 

tradeoffs around any of the identified design 
principles, especially in trying to achieve the 

potential benefits of a CBDC?
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22: Comments
• Not enough planning on adoption. Ensuring people 

will use it and there is a plan for how people can 
use it is as/more important than creating it.
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22: Comments
• Incentivizing adoption on all fronts without 

significant negative economic impact?
• Consumers, merchants, Fis
• New money – what will happen?
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QUESTIONS?
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CONTACT ME
HTTPS://WWW.LINKEDIN.COM/IN/BENIGSEN/

ANNE@BBWEST.COM

CHRIS@ACIVITAS.COM
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“Rocketcyber”: 8:30 – 9:30 AM, 
April 29th

Born and raised in Southern New Jersey, Melvin 
Gaunt is a 10-year IT professional that is currently 
leading the Managed SOC Solution Consultant team 
at Kaseya. Melvin earned his MBA from Drexel 
University and has a strong background in learning, 
sales, and business development. He is passionate 
about helping his clients learn how to defend and 
respond to Cybersecurity threats and to develop the 
strategies needed to succeed no matter what 
cybercriminals do next.



THE NEED FOR A MODERN 
SECURITY OPERATIONS 

CENTER



•WHAT IS A SOC?
• And Why You Need One



• MELVIN GAUNT
• Solutions Specialist, Managed SOC



• AGENDA

• What is a SOC

• Real-World Security Data

• 5 Reasons You Need a SOC

• Technical Overview of Kaseya’s Managed SOC



• LANDSCAPE



Security Threats & 
Risks:

 Today’s cybercriminals have adopted automation,
which in turn has enabled them to cost effectively go
after the SMB market. To more effectively protect
their businesses, advanced security strategies/systems
are a necessity.

 Most businesses lack the tools & skillsets to
detect/identify suspicious activities and threats within
their network & systems – even if they have internal
IT staff.

 Challenges for IT Departments Post-Pandemic:
 Adapting IT Systems to remote work setup
 Managing support requests with fewer IT employees



Customer Challenges:

IT Security Is More Than “Checking the Box” for Audits. It requires 
continuous attention and adaption. 

Mid-level threat actors are attacking vulnerable workloads within 
minutes and only need 4 to 6 days to infiltrate a network and then less 
than a day to ultimately carry out their main goal of exfiltrating data. 1

14% of firms indicate that the time between compromise and detection is 
between 1 to 6 months. This is also known as ‘dwell time’. 2

•Of those that detected an intrusion, nearly 10% said it took up to 3 months to contain it.                  
[SANS Incident Response survey] 

https://www.sans.org/white-papers/39070/
ejs
Sticky Note
Completed set by ejs



CYBERSECU
RITY 2021 
RECAP

Phishing attacks 
increase 600% - and 

90% of successful 
attacks begin with 

an email

63% of data 
breaches leveraged 

compromised 
credentials

70% of data 
breaches are 

financial motivated 
(about $180B in 

2021)



Email Relation 
to Malware

Verizon Breach Report
Email is used for deploying malware 
in 3 out of the top 6 most common 
attack vectors



Rise of the Dark Web









DEFENSE-IN-DEPTH

AV

FW VPN

MAIL

ETC..

(a.k.a. Layered Security)

• Each layer addresses security gap and/
or emerging threat

• Each layer solves a use case
• Business absorbs cost or accepts the risk



Data 
breaches

Colonial Pipeline
Ransom Paid: $2.3 million in Bitcoin
Pumps in the eastern U.S. screeched to a halt 
earlier this year after a ransomware attack on a 
major fuel provider disrupted the petroleum 
supply chain. Colonial Pipeline, which carries 45% 
of the East Coast’s supply of petroleum, diesel 
and jet fuel, was compromised by a hacking 
organization called DarkSide. The group stole 
nearly 100 gigabytes of data, threatening to 
release it to the internet unless a ransom was 
paid. As a result, U.S. gas prices rose some six 
cents per gallon, and many gas stations faced 
shortages fueled by panic buying and supply 
disruptions.

https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-ransom-officials-say.html
https://www.bbc.com/news/business-57050690


Data 
breaches

Volkswagen & Audi
Records Breached: 3.3 million
An unnamed marketing services company is 
responsible for the breach of 3.3 million 
Volkswagen and Audi customers and prospects in 
Canada and the U.S., thanks to data left 
unsecured. The vulnerable data, collected 
between the years of 2014 and 2019, was 
accessed by an unauthorized party in March. The 
sensitivity of the information varied from make 
and models of vehicles that had been purchased 
or inquired about, to a smaller number of 
breached Social Security numbers, tax IDs, loan 
numbers and driver’s license numbers.

https://www.bankinfosecurity.com/volkswagen-audi-notify-33-million-people-data-breach-a-16875


Data 
breaches

Facebook, Instagram and LinkedIn via Socialarks
Records Breached: 214 million
Tens of millions of Facebook, Instagram and 
LinkedIn profiles have been exposed by a 
company you’ve probably never heard of: 
Socialarks. Due to an unsecured database, the 
quickly growing Chinese social media 
management company leaked personally 
identifiable information (PII) of some 214 million 
social media users, some of whom were major 
influencers and celebrities. The PII leaks would 
allow anyone to piece together the victims’ full 
names, subscriber data, country of residence, 
phone numbers and other contact information.

https://www.securitymagazine.com/articles/94327-million-facebook-instagram-and-linkedin-users-scraped-data-exposed


Data 
breaches

Bonobos
Records Breached: 7 million
In January of 2021, notorious hacker 
ShinyHunters struck again, this time at men’s 
clothing retailer Bonobos. The cybercriminal 
made away with the PII of over 7 million 
shoppers, which included their addresses, phone 
numbers, and account information, plus 3.5 
million partial credit card numbers. The stolen 
data was discovered in a forum for hackers, given 
away for free.

https://www.bleepingcomputer.com/news/security/bonobos-clothing-store-suffers-a-data-breach-hacker-leaks-70gb-database/




Shift In Cybersecurity Investment

“IT risk and security leaders must move from trying 
to prevent every threat and acknowledge that 
perfect protection is not achievable. Organizations 
need to detect and respond to malicious behaviors 
and incidents, because even the best preventative 
controls will not prevent all incidents.”



206 Days
Average Time from 

Compromise to 
Detection

70%+ of security 
investment is on 

protection

NIST Cyber Security Framework

61 Days
Average Time to 

Contain & Recover



Endpoint Detection and Response 
- EDR

The Endpoint Detection and Response Solutions (EDR) 
market is defined as solutions that record and store 
endpoint-system-level behaviors, use various data analytics 
techniques to detect suspicious system behavior, provide 
contextual information, block malicious activity, and provide 
remediation suggestions to restore affected systems.



Managed SOC = Endpoint + Network + 
Cloud + Security Team



Managed SOC or Managed Detection 
and Response (MDR)

Managed detection and response (MDR) providers deliver 24/7 threat 
monitoring, detection and lightweight response services to customers 
leveraging a combination of technologies deployed at the host and 
network layers, advanced analytics, threat intelligence, and human 
expertise in incident investigation and response. MDR providers 
undertake incident validation, and can offer remote response services, 
such as threat containment, and support in bringing a customer's 
environment back to some form of "known good."

Overall Market has surpassed $1B and is growing in SMB at over 20% CAGR



Optimizing SOC Security Solutions

Security 
Coverage & 
Protection

Data Logs, Complexity, On-Prem Equipment & 
COST

Sweet Spot for 
SMB SOC 
Services



• SOC acts as an extension of your
team

• Passes on non-time sensitive or
items that do not appear
malicious with detailed
instructions

• Takes action to isolate,
neutralize and contain time
sensitive threats and calls your
security contact 24x7



Security Suite

Weakest Link





1 Zero Day Exploits

Patching is required – but its never fast enough or 
complete

Exploits established persistence after patching

Example – Over 35,000 organizations compromised by 
Microsoft Exchange Zero Day in the first few days



2 Cost & Resources

InfoSec skills are hard to come by and in demand

Build the product infrastructure can be expensive – SIEM, EDR, 
Cloud Monitoring, etc…

Having a team of security experts that can monitor 24/7 requires 
at least 6-8 employees



3 Move Beyond Protection & 
Prevention

• 10-30% of malware evades AV/AM within the first 36 
hours in the wild

• Credential Stuffing with VALID logins have a success rate 
of 0.1%-0.2%

• Dwell Time – Has become one of the most important 
cybersecurity statistics



4 Visibility

• Microsoft 365 has become the biggest blind spot in 
cybersecurity

• Multi-vector threats bypass current protection 
approaches

• Security teams need to see and correlate endpoints, 
cloud and network data to detect today’s attacks



5 Evolve Your Existing Tools

• Most companies have made a large investment in 
protection technologies but are only getting a small 
percentage of the value

• Evolve your AV, Firewall, MFA, DNS, Anti-Phishing and 
other products to perform detection, response and 
recover solutions

• Stop the “Boomerang” effect – leverage the SOC to hunt 
for persistent attacks after a compromise









Increase Visibility
Gain robust visibility to network, cloud, 
and endpoint environments & activity 
enabling greater control & protection.

Detect misconfigurations, policy 
violations, or behavioral indicators which 

create security risks. 

Threat Hunting & Analytics 
Proactively hunt and investigate threat activity in 
real-time to reduce the time to identify, detect and 
contain attacks/breaches.

ISOLATION & REMEDIATION
We act on the threat and apply remedies and/or 
guidance. The threat is contained by enabling the 
SOC to isolate a device on the network until it is 
vetted clean. 

24x7 Monitoring & Alerting
Continuous security monitoring of your systems 

and data to detect & respond to threats. 

Reporting & Event Logs
Track, review, and retain activity logs to 

reduce risks and satisfy regulatory 
requirements for compliance. 

Benefits of Managed SOC :

Security Governance



HACKERS PLAYBOOK

Similar to the sports teams, playbooks are utilized 
in the Cyber Security industry for both Offense & 
Defense.

Defense - The organization wins when one tactic has been detected 
and deterring further progress.

Offense - Attacker wins when completing all tactics 
and remain unnoticed by the organization.
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“Integrating Cyber Best Practices 
Enterprise Wide” 9:40 – 10:40 AM, 
April 29th

Paige Goss is a dynamic executive with an extensive 
background in growing technology professional 
services organizations. Paige’s career highlights her 
ability to build and scale companies from the ground 
up. She has experience not only in leading multi-
million-dollar operations, but in starting operations, 
human resource, finance, and technology 
departments from scratch. Paige brings a breadth of 
experience in enterprise operations as well as federal 
government contracting and is currently the Founder 
and Chief Executive Offices of Point Solutions Group, 
a technology and engineering professional services 
firm.



Integrating Cyber  
Best Practices 

Enterprise Wide
Presented By: Paige Goss (Founder and CEO)

Date: April 29th, 2022



What are we discussing today?

• How to align corporate goals and security best practices

• Best ways to use security standards in organizations

• Start with the data / initial steps 

• How to break down security into small projects all aligned to a 
common goal

• Steps to analyze where you are missing critical security items 
today



Alignment with Corporate Goals

• What is most important for your organization?

• What level of security has the organization agreed to adhere to 
for financial service standards?

• Look at security as a revenue generator 

• Train from the top down / everyone has a role

• Security gives you visibility into the growth of the business

• Innovation and Speed aren’t sacrificed

• Build it now to have a competitive advantage



2 Sides of Security
• Compliance Management

• Industry Standards – Policy and 
Procedure

• Compliance Area Examples
• ISO27001
• GDPR
• PII
• California Protection
• HIPAA

• Technical Domain
• Requirements 

Management 
• Governance
• Risk Management
• Functional Execution
• Procedures and proof

“Thinking of cybersecurity solely as an IT issue is like believing that a company’s 
entire workforce, from the CEO down, is just one big HR issue.” Steven Chabinsky



Cyber Frameworks and 
Compliance Standards

Start with Identifying your areas of privacy and data protection 
then move to recovery

NIST CSF



Start with the Data

What Data is SensitiveIdentify the Data

Where does the data sit and who has access?Map Data and Permissions

Review initial findings, report on changes to 
access, track event activity and risk

Monitor and Review

Create Groups, Remove Global Access, Grant on a 
Need to Know BasisManage Access



Integrating Cyber Practices 
Across the Org

• Cross Department Involvement
• Know your company security goals and current plan
• Work with the IT Team or Security team to align goals to 

your department projects or objectives
• Review with different departments on how they are 

identifying secure data
• Engage leadership to support resource allocation for 

internal security reviews
• Create a working group outside of IT and Security to 

support 
• Know how you fit into the overall security posture



Risk Mitigation and Risk 
Management

 Incorporate Security Reviews
 Test early and often

 Have others test against changes 
within departments and systems

 Engage the security team or an 
outside group to review against 
your identified standard

 Do a Pen Test and Vulnerabilities 
scans annually 

 Analyze your 3rd party risk

 Engage legal and security to 
provide vendor questionnaire or 
analysis if needed

 Involve a Risk Practitioner
 Incorporate security at every 

employee level
 Train and test with different 

methods
 Know your role…it is not just 

HR or Security
 Evaluate risk according to the 

following:
 Confidentiality
 Accessibility
 Integrity
 Availability



Conducting a Risk Assessment 
1. Give your organization a score

2. Create POAMs for the low
score areas

3. Incorporate those POAMs into your
strategic plans

4. Re-run your areas of impact
score/status at the end of projects or
large enterprise changes



Example Project – Healthcare 
Client

Security Area Sub-Category Standard Score (0-3)

Identify Asset Management Physical devices and systems within the organization are inventoried 3

Identify Asset Management Organizational communication and data flows are mapped 0

Identify
Business 
Environment Dependencies and critical functions for delivery of critical services are established. 2

Identify Governance Legal and regulatory requirements regarding cyber are understood (HIPAA) 3

Protect Access Control Identities and credentials are managed for authorized devices and users 1

Protect Access Control Remote access is managed 2

Protect Access Control
Users, devices, and other assets are authenticated commensurate with risk of the 
transaction 0



Example Project – Healthcare 
Client POAMs

Standard Action Item
Physical devices and systems within the organization are 
inventoried N/A
Organizational communication and data flows are 
mapped Map Data from UKG to Netsuite

Dependencies and critical functions for delivery of critical 
services are established.

Update dependency doc to include credentials 
systems

Legal and regulatory requirements regarding cyber are 
understood (HIPAA) N/A
Identities and credentials are managed for authorized 
devices and users

Work with IT to create separate admin ID for UKG and 
Kronos

Remote access is managed
Create policy for remote access to UKG admin 
account

Users, devices, and other assets are authenticated 
commensurate with risk of the transation Roll out MFA for all critical applications 



Break it Down – Small Projects
• Start with the high-risk areas

• Align the project to the appropriate department

• Assign a project manager or project coordinator

• Create a project plan with realistic timelines

• Know the end goal to increase buy in

• Talk to the org about why this is important

• Celebrate the wins along the way with changes to the
organization



Security Objectives Become 
Project Objectives

Each element of an information security program must be managed as a 
project, even if the overall program is perpetually ongoing



What Security Gaps Exist Today?

Where is the biggest 
vulnerability in my 

organization?

Where is the 
current gap in 
skills or 
initiative?

What awareness 
or training is  
missing or needs 
to change?

Have I added these 
critical items into 
my roadmap and 
future plans?



PSG’s Approach - Integrated Cyber 

Governance, 
Risk, 

Compliance
Security 
Posture 

Systems 
Integration

Technical 
Transformation

Security

Policies

Data

Processes

Systems

PSG Commercial Services



Thank You and Questions
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“5 Considerations when Selecting 
Controls for your Risk Assessments” 
10:55 – 11:55 AM, April 29th

Software Specialist - Samantha has been working in 
the customer and IT service industry for almost ten 
years. She has been with the Tandem Support Team 
for six years, building relationships with customers 
every day as they use the Tandem software. Samantha 
thrives on instilling comprehensive training for her 
teammates and customers and finding the best 
solution to each problem she encounters. She has 
spoken at several conferences and published multiple 
blog posts over her knowledge of vendor management, 
business continuity planning, risk assessments, and 
more
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Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of CoNetrix.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 CoNetrix.
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Agenda
H E R E ’ S  T H E  P L A N

1. The Importance of  Utilizing Controls
2. Obtainability of a Control
3. Likelihood Reduction of a Control
4. Potential Damage Reduction of a Control
5. Combining the Likelihood and Potential Damage

Reduction
6. Control Testing History



The Importance
of Utilizing Controls

5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



… “require a financial institution to design 
an information security program to control 
the risks identified through its 
assessment… thus, an institution must 
consider a variety of policies, procedures, 
and technical controls and adopt those 
measures that it determines appropriately 
address the identified risks.”

W H A T ’ S  T H E  P U R P O S E  O F  C O N T R O L S ?

Interagency Guidelines Establishing Info. Sec. Standards

https://www.federalreserve.gov/supervisionreg/interagencyguidelines.htm


Why do I need Controls?
T H E  I M P O R T A N C E  O F  U T I L I Z I N G  C O N T R O L S

Recommended by
Guidance / Regulation 1

Risk Reduction2

Effectiveness of 
Security Practices 3



Control Examples
T H E  I M P O R T A N C E  O F  U T I L I Z I N G  C O N T R O L S

Employee 
Security 

Awareness 
Training

Data BackupAnti-
Malware 
Software

Incident 
Response 

Plan

Multi-Factor 
Authentication



Obtainability 
of a Control

5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



• Is the control feasible?
• Is the control

reasonable?
• What is the control’s

potential?

What do you mean by “Obtainability”? 
O B T A I N A B I L I T Y  O F  A  C O N T R O L



How successful will your 
organization be by 

utilizing this control? 
What can the control 

help you achieve?



Control Applicability & Usage
O B T A I N A B I L I T Y  O F  A  C O N T R O L

Control 
Layering

Additional 
Training

Threats Using 
Control

1 2
Control Cost

3 4



• N/A
• Minor
• Supporting
• Strong
• Complete

Layering Your Controls
O B T A I N A B I L I T Y  O F  A  C O N T R O L



Threat: Natural Disaster
Controls:
• Business Continuity Plan 
• Data Backup
• Insurance Coverage
• Disaster Recovery Site

How does control layering work?
O B T A I N A B I L I T Y  O F  A  C O N T R O L



Likelihood Reduction of a 
Control

5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



“A weighted factor based on 
a subjective analysis of the 
probability that a given 
threat is capable of 
exploiting a given 
vulnerability.”

W H A T  I S  L I K E L I H O O D ?

NIST CSRC Definition of Likelihood

https://csrc.nist.gov/glossary/term/likelihood


• Insignificant: Threat event is highly unlikely to occur.
• Low: A threat event is unlikely to occur.
• Medium: A threat event is somewhat likely to occur.
• High: A threat event is highly likely to occur.
• Extreme: A threat event is almost certain to occur.

Levels of Likelihood
L I K E L I H O O D  R E D U C T I O N  O F  A  C O N T R O L



• How much does it reduce the 
likelihood of that threat from 
happening? 

• Can it support other controls 
as they reduce likelihood, or 
does it require the support of 
other controls?

• Can it also reduce the 
potential damage caused by 
this threat?

• How does your institution 
currently utilize that control?

Determining Control Likelihood Reduction
L I K E L I H O O D  R E D U C T I O N  O F  A  C O N T R O L



Threat: Password Guessed
Control: Account Lockout 
After Failed Attempts

• How many attempts do
you give?

• How long is the account
locked out afterward?

• How does the account
become unlocked?

Reducing Likelihood for a Threat
L I K E L I H O O D  R E D U C T I O N  O F  A  C O N T R O L

CIS Password Policy Guide

https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide


• Threat: Password Guessed
• Control: Complex

Challenge Questions
• How many questions do they

have to answer?
• If a question is answered wrong,

what happens?
• Are the questions based off

publicly accessible information?

Reducing Likelihood for a Threat
L I K E L I H O O D  R E D U C T I O N  O F  A  C O N T R O L



• Threat: Password Guessed
• Control: Multi-Factor 

Authentication
• What methods of MFA are 

available?
• Is MFA mandatory to use 

the account? 
• Are employees / customers 

properly trained to use it?

Reducing Likelihood for a Threat
L I K E L I H O O D  R E D U C T I O N  O F  A  C O N T R O L



Potential Damage 
Reduction of a Control

5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



When the threat occurs, 
what can we do to 
reduce the damage?

P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



• Insignificant: Threat event would have negligible 
impact.

• Minimal: Threat event would have limited impact. 
• Moderate: Threat event would have serious impact. 
• Major: Threat event would have severe impact. 
• Extreme: Threat event would have catastrophic 

impact. 

Levels of Potential Damage
P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



• How much does it reduce the damage
the threat could cause?

• Does it reduce the damage a threat
could cause to the risk assessment’s
data?

• Consider UMAD: Unauthorized Disclosure,
Misuse, Alteration, and Destruction

• Can it be layered with other controls?

• How does your institution currently
utilize that control?

Determining Control Potential Damage Reduction
P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



• Threat: Loss of Key People
• Control: Business 

Continuity Plan
• How frequently is your BCP 

updated?
• What are the results of the 

most recent testing of your 
BCP?

• Who can access information 
contained within your BCP?

Reducing Damage for a Threat
P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



• Threat: Loss of Key People
• Control: Crosstraining

• Do you implement
crosstraining procedures at
your institution?

• Are people cross-trained for
multiple jobs /
responsibilities?

• Do your crosstraining
procedures change
frequently?

Reducing Damage for a Threat
P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



• Threat: Loss of Key People
• Control: Documented

Procedures
• Has your staff documented how

they perform their day-to-day
job functions?

• What other job aids does your
staff use to perform their job?

• If access to specific accounts is
required, does someone other
than them know how to access
the accounts in question?

Reducing Damage for a Threat
P O T E N T I A L  D A M A G E  R E D U C T I O N  O F  A  C O N T R O L



Combining the Likelihood 
and Potential Damage 

Reduction
5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



Control layering 
helps you reduce 
both the likelihood 
and potential 
damage of a threat 
at the same time.



• Control: Internal Network 
Monitoring

• Constant Monitoring 
• Detects Issues
• Identifying Problems to be 

Remediated 

Reducing Likelihood for Threat “Capacity Saturation”
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



• Control: Data Backup
• Data Stored at Different Location
• Access Data to Restore

Procedures & Operations
• Test Your Backup Restoration

Reducing Potential Damage for Threat “Capacity 
Saturation”
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Adding Likelihood & Potential Damage Reduction
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Adding Likelihood & Potential Damage Reduction
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Adding Likelihood & Potential Damage Reduction
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Adding Likelihood & Potential Damage Reduction
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Adding Likelihood & Potential Damage Reduction
C O M B I N I N G  T H E  L I K E L I H O O D  A N D  P O T E N T I A L  D A M A G E  R E D U C T I O N



Control Testing History
5  C O N S I D E R AT I O N S  W H E N  S E L E C T I N G  C O N T R O L S



How do I test my controls? 
C O N T R O L  T E S T I N G  H I S T O R Y

BCP Testing 1

External IT Audit2

Internal Audit 3

Penetration Test4



• If a control passes
regular testing, it’s likely
a more reliable control.

• If a control fails testing
on multiple occasions,
you need to find a more
suitable and reliable
control to replace it.

Why does control testing history matter?
C O N T R O L  T E S T I N G  H I S T O R Y



1. Importance of Utilizing Controls
2. Obtainability of a Control
3. Likelihood Reduction of a

Control
4. Potential Damage Reduction of

a Control
5. Combining Reduction &

Layering Controls
6. Control Testing History

Recap
5  C O N S I D E R A T I O N S  W H E N  S E L E C T I N G  C O N T R O L S  F O R  Y O U R  R I S K  A S S E S S M E N T S





THANKS FOR JO INING

5 Considerations 
when Selecting 

Controls for your 
Risk Assessments

Samantha Torrez

CSXF
Software Specialist



Thank you for attending  
and we look forward to 
seeing you next time. 

To receive the latest 
notifications on 
educational webinars, 
future conferences, email 
us at info@acivitas.com. 

V is i t  us  at  www.aciv i tas .com
Return to Table of Contents
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